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1. Al % 5t

POSTFIX
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M7t 58 2aoh X2 AL
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O] H= 0| A= Postfix0f| L3l LOME == St7&LIC.

Postfix= CentOS 6.0 0f|Af 7| = OY H& O O] EL|CL

http://www.postfixorg/ = BHES| & A| AL}, =2 README FILES S CHZ & A|H OFA|ZX| T,

20| oM elF= & Z[O{ U0 A metste s ASLIC

g ot IO EA|H =50[ et ZiEel L&
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T3St AS LI

T st 42 OSE= CentOS 6.0 0| postfix-2.6.6-2.1.el6_0.x86_64 2L|C}.
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1) 2%

X LS YumE 0|83l A EXISHAIE E LTt

[root@localhost ~]# yum -y install postfix
[root@localhost ~]# rpm -qgl postfix
/etc/pam.d/smtp.postfix

/etc/postfix

/etc/postfix/access

/etc/postfix/canonical

/etc/postfix/generic
/etc/postfix/header_checks
/etc/postfix/main.cf

root@localhost ~]# /etc/init.d/postfix restart
root@localhost ~]# ps aux |grep postfix

root 1928 0.0 0.2 61972 27127 Ss 13:44 0:00 /usr/libexec/postfix/master
postfix 1930 0.0 0.2 62052 26727 S 13:44 0:00 pickup -I -t fifo -u
postfix 1931 0.0 0.2 62120 27167 S 1344 0:00 gmgr -l -t fifo -u

[root@ocalhost ~]# netstat -anlp

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN 1051/sshd

tcp 0 0 127.0.0.1:25 0.0.0.0:* LISTEN 1928/master

tcp 0 0::22 nx LISTEN 1051/sshd

tcp 0 0 :1:25 u* LISTEN 1928/master

Active UNIX domain sockets (servers and established)

Proto RefCnt Flags Type State I-Node PID/Program name Path

unix 2 [ACC] STREAM  LISTENING 10310 1928/master private/tlsmgr

unix 2 [ACC] STREAM  LISTENING 10314 1928/master private/rewrite
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2) 7|12 €%

Postfix 0| I A It -2 /etc/postfix/main.cf & L|LCt.

[root@localhost ~]# grep "~ ["#]" /etc/postfix/main.cf
queue_directory = /var/spool/postfix
command_directory = /usr/sbin

daemon_directory = /usr/libexec/postfix
data_directory = /var/lib/postfix

mail_owner = postfix

inet_interfaces = localhost

inet_protocols = all

mydestination

$myhostname, localhost.$mydomain, localhost
unknown_local_recipient_reject_code = 550
alias_maps = hash:/etc/aliases
alias_database = hash:/etc/aliases
debug_peer_level = 2
debugger_command =
PATH=/bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin
ddd $daemon_directory/$process_name $process_id & sleep 5
sendmail_path = /usr/sbin/sendmail.postfix
newaliases_path = /usr/bin/newaliases.postfix
mailg_path = /usr/bin/mailg.postfix
setgid_group = postdrop
html_directory = no
manpage_directory = /usr/share/man
sample_directory = /usr/share/doc/postfix-2.6.6/samples
readme_directory = /usr/share/doc/postfix-2.6.6/README_FILES
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SEIZ postconfZ} QYL LICE O] HHS XtF AR EHL|CE

\J

te 7._FF_*3F71I = hostname M8 S &} =l L|C}
flE 2o HEYN 02 sAESS
* mydestma’uon 2Z &= T Qg oo|gtL|Ct

* myorigin O| MO A ZEA| B L0 LIEfLHE =0 Q1S 2|0|gfLC}.

M| Q= 420 = mynetworks_style=host2 A atL|LC}.

[root@tip ~]# postconf | grep Amy

mydestination = $myhostname, localhost.$mydomain, localhost
mydomain = localdomain

myhostname = localhost.localdomain

mynetworks = 127.0.0.0/8 xxx.xxx.xxx.xxx/24 [:1]/128 [fe80:%eth0]/64
mynetworks_style = subnet

myorigin = $myhostname

[root@tip ~]# hostname tip.365managed.com

[root@tip ~]# postconf | grep ~my

mydestination = $myhostname, localhost.$mydomain, localhost
mydomain = 365managed.com

myhostname = tip.365managed.com

mynetworks = 127.0.0.0/8 xxx.xxx.xxx.xxx/27 [::1]/128 [fe80::%eth0]/64
mynetworks_style = subnet

myorigin = $myhostname

[root@tip ~]# postconf -e mynetworks_style=host

[root@tip ~]# postconf | grep ~my

mydestination = $myhostname, localhost.$mydomain, localhost
mydomain = 365managed.com

myhostname = tip.365managed.com

mynetworks = 127.0.0.1/32 xxx.xxx.xxx.xxx/32 [::1]/128 [fe80::20c:29ff:fe7d:157b%eth0]/128
mynetworks_style = host

myorigin = $myhostname
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(2 XEQE 2

Tl

[root@tip ~]# netstat -antp |grep master
tcp 0 0 127.0.0.1:25 0.0.0.0: LISTEN 3806/master
[root@tip ~]# postconf -e inet_interfaces=all

[root@tip ~]# /etc/init.d/postfix restart

postfix T8 &: [ OK ]

postfix2 A|Z+ &: [ OK ]

[root@tip ~]# netstat -antp |grep master

tcp 0 0 0.0.0.0:25 0.0.0.0:* LISTEN 3896/master
tcp 0 0 ::25 ax LISTEN 3896/master

QEREZ AZTEYE 5K 2 4% Foo|MH =z O|8Est2z HF| StAMOF gLt
Of2ff README £M&= 23 XtA|3| LS L|C.
/usr/share/doc/postfix-2.6.6/README-Postfix-SASL-RedHat.txt
/usr/share/doc/postfix-2.6.6/README_FILES/SASL_README

L

M o A5 EY0| 7HseHA| =els) B S L T

r

[root@tip ~]# postconf -a

cyrus

dovecot

[root@tip ~]# postconf |grep smtpd_sasl
smtpd_sasl_auth_enable = no
smtpd_sasl_authenticated_header = no
smtpd_sasl_exceptions_networks =
smtpd_sasl_local_domain =

smtpd_sasl_path = smtpd
smtpd_sasl_security_options = noanonymous
smtpd_sasl_tls_security_options = $smtpd_sasl_security_options

smtpd_sasl_type = cyrus
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1. of2 L8 & main.cf oo Z7} tL|C}.

smtpd_sasl_auth_enable = yes

smtpd_sasl_security_options = noanonymous

broken_sasl_auth_clients = yes

smtpd_recipient_restrictions =
permit_sasl_authenticated,
permit_mynetworks,

reject_unauth_destination

[root@tip ~]# /etc/init.d/postfix restart

postfix Z 2 &: [ OK ]

postfixE A|Zt & [ OK ]

[root@tip ~]# postconf |egrep 'smtpd_sasl|smtpd_recipient_restrictions'
smtpd_recipient_restrictions = permit_sasl_authenticated, permit_mynetworks,
reject_unauth_destination

smtpd_sasl_auth_enable = yes

smtpd_sasl_authenticated_header = no
smtpd_sasl_exceptions_networks =

smtpd_sasl_local_domain =

smtpd_sasl_path = smtpd

smtpd_sasl_security_options = noanonymous
smtpd_sasl_tls_security_options = $smtpd_sasl_security_options

smtpd_sasl_type = cyrus

smtpd_sasl_local_domain = $myhostname 22 MHS}Z&L|CL

[root@tip ~]# postconf -e smtpd_sasl_local_domain=#W$myhostname
[root@tip ~]# postconf |grep smtpd_sasl

smtpd_sasl_auth_enable = yes

smtpd_sasl_authenticated_header = no
smtpd_sasl_exceptions_networks =

smtpd_sasl_local_domain = $myhostname

smtpd_sasl_path = smtpd

smtpd_sasl_security_options = noanonymous

smtpd_sasl_tls_security_options = $smtpd_sasl_security_options

smtpd_sasl_type = cyrus
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L. smtpd_sasl_path = smtpd M™HE Q15 A2 E LIEfLfD YSL|C}

[root@tip ~]# cat /etc/sasl2/smtpd.conf
pwcheck_method: saslauthd

mech_list: plain login

# HUZ pam It 2H

[root@tip ~]# cat /etc/pam.d/smtp.postfix

#%PAM-1.0
auth include password-auth
account include password-auth

[root@tip ~]# cat /etc/pam.d/password-auth
#%PAM-1.0
# This file is auto-generated.

# User changes will be destroyed the next time authconfig is run.

auth required pam_env.so

auth sufficient  pam_unix.so nullok try_first_pass
auth requisite  pam_succeed_if.so uid >= 500 quiet
auth required pam_deny.so

account  required pam_unix.so

account sufficient  pam_localuser.so
account sufficient  pam_succeed_if.so uid < 500 quiet

account  required pam_permit.so

password requisite  pam_cracklib.so try_first_pass retry=3 type=
password sufficient pam_unix.so sha512 shadow nullok try_first_pass use_authtok

password  required pam_deny.so

session  optional pam_keyinit.so revoke
session  required pam_limits.so
session [success=1 default=ignore] pam_succeed_if.so service in crond quiet use_uid

session  required pam_unix.so
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c. pwcheck_method: saslauthd 7} 7| 2 40|82 cyrus-sasl H4™H 2 &Qlst 0 AH|AE A|=FStL|C}.

[root@tip ~]# rpm -qa |grep sasl
cyrus-sasl-lib-2.1.23-8.e16.x86_64
cyrus-sasl-2.1.23-8.el6.x86_64

[root@tip ~]# yum install cyrus-sasl-plain
[root@tip ~]# saslauthd -v

saslauthd 2.1.23

authentication mechanisms: getpwent kerberos5 pam rimap shadow Idap

[root@tip ~]# cat /etc/sysconfig/saslauthd

# Directory in which to place saslauthd's listening socket, pid file, and so
# on. This directory must already exist.

SOCKETDIR=/var/run/saslauthd

# Mechanism to use when checking passwords. Run "saslauthd -v" to get a list
# of which mechanism your installation was compiled with the ablity to use.
MECH=pam

# Options sent to the saslauthd. If the MECH is other than "pam" uncomment the next line.
# DAEMONOPTS=--user saslauth

# Additional flags to pass to saslauthd on the command line. See saslauthd(8)

# for the list of accepted flags.

FLAGS=
[root@tip ~]# /etc/init.d/saslauthd start
saslauthd ()& A& S [ OK ]
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[root@localhost ~]# telnet tip.365managed.com 25
Trying XXX.XXX.XXX.XXX..

Connected to tip.365managed.com.
Escape character is '*]'.

220 tip.365managed.com ESMTP Postfix
helo localhost

250 tip.365managed.com

ehlo localhost
250-tip.365managed.com
250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 DSN

* mydestination =@l =41 &3

mail from:test@test.com

250 2.1.0 Ok

rcpt to:slowlygo@tip.365managed.com
250 2.1.5 Ok

data

354 End data with <CR><LF>.<CR><LF>
subject:itest

test

250 2.0.0 Ok: queued as DE4926053B

365 - TIP 273
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MEE NIET

rset

250 2.0.0 Ok

mail from:test@test.com

250 2.1.0 Ok

rcpt to:slowlygo@net-farm.com

554 5.7.1 <slowlygo@net-farm.com>: Relay access denied

“2E HA

rset

250 2.0.0 Ok

auth plain AHNsb3dseWdvAHRIc3Q=
235 2.7.0 Authentication successful
mail from:test.com

250 2.1.0 Ok

rcpt to:slowlygo@net-farm.com

250 2.1.5 Ok

data

354 End data with <CR><LF>.<CR><LF>
subject:test

test

250 2.0.0 Ok: queued as AF1486053B

http://www.365managed.com
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3. Postfix &ig|

ar0Of 7<l-o|. Eaﬂﬁ |_| |:|..

o
e T e -d

AEM|BE A2 http://www.postfix.org/OVERVIEW.html & Er 0 SEA|H =l L|C}

trivial-
rewrite(8)
Network -> smitpd(8) |
Y | ¥
Network —> gmapd{8) -> cleanup(®) -> incoming

i
ickup(8) <- maildrop

|
Local - sendmail(l) —-> postdrop(1l)

o

F

(2) o

n
n

rx
ot
ojru

trivial- smtp(8) -> Network
rewrite(8)
A - lmtp(8) -> Network

| ¥ i
incoming -> active -> gmgr{8) ——- local(8) -> File, command
A A
e - virtual(8) -> File
deferred Y

pipe(8) -> Command
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2) SMTP relay?} access control

7. Postfix= Protocol, Blacklist, Threshold 7|El &2 EX& 24 A2,
CIE ® Ao gb&H sk X| st C}

EH
_ od —

L. header_checks, body_checks, smtpd proxy &2 X|& g L|C}.

=. SMTP conversation Zt CHA A A H2 Hot2 &4 ASLICH

Restriction list name Status Effect of REJECT or DEFER result
smtpd_client_restrictions Optional Reject all client commands
smtpd_helo_restrictions Optional Reject HELO/EHLO information
smtpd_sender_restrictions Optional Reject MAIL FROM information
smtpd_recipient_restrictions Required |Reject RCPT TO information
smtpd_data_restrictions Optional Reject DATA command
smtpd_end_of_data_restrictions Optional Reject END-OF-DATA command
smtpd_etrn_restrictions Optional Reject ETRN command

CHAACE KA E st2{L| 0|83}7| £H3HA|, smtpd_delay_reject M2 default yesZ 3} Af
RCPT TO =2 EXRN FE MO oHHO| N ASt=E AL+ ASLCH

HEEHE =M Rolg €7t ASHCL

[root@tip ~]# postconf |grep restrictions

smtpd_client_restrictions =

smtpd_data_restrictions =

smtpd_end_of_data_restrictions =

smtpd_etrn_restrictions =

smtpd_helo_restrictions =

smtpd_recipient_restrictions = permit_sasl_authenticated, permit_mynetworks,
reject_unauth_destination

smtpd_sender_restrictions =

http://www.365managed.com
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/etc/postfix/main.cf Of| Of2 LS F7I8t10 HAEZ {2 ZSL|CL

Of2fl = kisarbl2 AFR3St= O A|QLICF

smtpd_client_restrictions =
permit_mynetworks,

reject_rbl_client spamlist.or.kr

jZlS A% ZOotEH, o2 F2[ =elof 7hsgLCf.

18:41:39.492583 IP xxx.xxx.xxx.xxx.51381 > 168.126.63.1.53: 38285+ A? Xxx.xxx.xxx.xxx.spamlist.or.kr. (45)

18:41:39.515617 IP 168.126.63.1.53 > xxx.xxx.xxx.xxx.51381: 38285 NXDomain 0/0/0 (45)

*HI W /M7 168.126.63.1 2 & USLICH

ZFIFE smtpd_client_restrictions 2 T|0] QU0 2581 L E H = CHA| 0| A XHEHE| O Of SH=0|,

rcpt to BEH M SESHE 0| Q= smtpd_delay _reject = yes 0]7| I E QI L|LC}.

FHIZ HEMH 2EA HLSHPMHE 2Yots A0| Rl £ S0 =F0| ELIC

* XEABH L|R-2 http://www.postfix.org/SMTPD ACCESS READMEhtml £ &18}A|7| HF2L|C}.

3) Lookup Table
Postfixs M0, FATYTHY, HEHX BEY S0 YE XIYSHD Hol5}7| 25

lookup tables& 0| &gtL|LCt.

Main.cfE EA|H OFA|ZUX| 2, type:table HAIC 2 HO|El L|C}
[root@tip ~]# postconf | grep maps
alias_maps = hash:/etc/postfix/aliases (local aliasing)

header_checks = regexp:/etc/postfix/header_checks (content filtering)

transport_maps = hash:/etc/postfix/transport (routing table)

virtual_alias_maps = hash:/etc/postfix/virtual ~ (address rewriting)

http://www.365managed.com
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o Bt S X|&dt= X|= of2fet 20| &l 7hseLC.

o -

[root@tip ~]# postconf -m
btree
cidr
environ
hash
|dap
mysq|
nis
pcre
proxy
regexp
static

unix

Lookup tablesdf| mysql& X522 MySQLE O|&&4+E JUSL|CL

4) master.cf
master.cfES master T2 AMA M o QlL|C}t.

Postfix services A|H|AE EX|8}= I

o
o
Iy
k1
0z
J\l
ot
>
rg
.l
-
im}

ojmt S =g < F EH

o
>
[>
0o
o
o
oo
mot
+
)
i
-
n

# service type private unpriv chroot wakeup maxproc command + args

# (yes) (yes) (yes) (never) (100)
smtp inet n - n - - smtpd
#submission inet n - n - - smtpd

# -0 smtpd_tls_security_level=encrypt

# -0 smtpd_sasl_auth_enable=yes

# -0 smtpd_client_restrictions=permit_sasl_authenticated,reject
# -0 milter_macro_daemon_name=0ORIGINATING

#smtps  inet n - n - - smtpd

# -0 smtpd_tls_wrappermode=yes

http://www.365managed.com
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# -0 smtpd_sasl_auth_enable=yes
# -o smtpd_client_restrictions=permit_sasl_authenticated,reject

# -0 milter_macro_daemon_name=0RIGINATING

#628 inet n - n - - gmgpd
pickup fifo n - n 60 1 pickup
cleanup unix n - n - 0 cleanup
gmgr fifo n 300 1 gmgr
#gmgr  fifo n - n 300 1 ogmgr
tlsmgr  unix - 10007 1 tlsmgr
rewrite unix - - - trivial-rewrite
bounce unix - - n - 0 bounce
defer  unix - - 0 bounce
trace  unix - - 0 bounce
verify  unix - - 1 verify

flush  unix n 1000? O flush
proxymap unix - - - proxymap
proxywrite unix - - n - 1 proxymap
smtp unix - - n - - smtp

# When relaying mail as backup MX, disable fallback_relay to avoid MX loops
relay  unix - - n - - smtp

-0 smtp_fallback_relay=

# -0 smtp_helo_timeout=5 -0 smtp_connect_timeout=>5
showq  unix n - n - - showq
error  unix - - n - - error

retry  unix - - n - - error

discard unix - - n - - discard

local unix - n n - - local

virtual unix - n n - - virtual

Imtp unix - - n - - Imtp

anvil unix - - n - 1 anvil

scache unix - - n - 1 scache

ZHEES| smtp 50000 ZEZE FItsH AR, ZHEHS|

50000 inet n - n - - smtpd
2tolg x7t%

http://www.365managed.com




20114 118 14 365 - TIP 273

root@tip ~]# /etc/init.d/postfix reload

postfixS X§A|ZH 8t Q& L|CE [ OK ]
[root@tip ~]# telnet localhost 50000

Trying 127.0.0.1...

Connected to localhost.

Escape character is '*]'.

220 tip.365managed.com ESMTP Postfix

x

ZHCHS) MHEA|T, typeO| inet A MH|AWE hostport 9 22 HAIS sh=r,

50000 10|22 50000 0f smtpdS Z&}1 Qloagh= o|o|QL|C.

5) gshape tool

gshape HHOE Ed queue MEHE I += YSL|LC|

[root@tip ~]# yum install postfix-perl-scripts
root@tip ~]# gshape | head
T 510 20 40 80 160 320 640 1280 1280+
TOTALOOOOOO O O 0 0 O

KNS Ab2t2 http://www.postfix.org/QSHAPE README.html £ & Z=SHA|H El L|C}.

o
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